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SAN	FRANCISCO	(MarketWatch)	Would	you	like	the	e-mail	messages	you	sent	at	work	today	to	end	up	as	evidence	in	a	court?	Twenty	percent	of	companies--	and	jumping	to	29%	of	companies	with	more	than	20000	workers--	said	they	were	told	to	provide	e-mail	from	employees	to	a	court	or	regulatory	body	in	the	last	twelve	months,	according	to	a
new	survey	of	308	companies	with	over	1000	workers,	led	to	Proofpoint	Inc.,	a	hardware	and	mail	security	software	manufacturer.	"Everyone	understands	now	that	e	mail	is	not	©	just	the	main	means	of	communication,	um...	©	also	©	m	this	in	fact	filing	system",	said	Keith	Crosley,	market	development	director	with	Cupertino,	Calif.-Proofpoint
based.	Other	investigations	©	rites	produce	similar	results:	ePolicy	Institute,	a	training	and	consulting	company,	says	24%	of	companies	that	receive	subpoenas	for	e-mail	messages	from	workers	in	2006,	even	©	9%in	2001,	according	to	the	©	Annual	rites	it	performs	with	the	American	Management	Association.	"We	have	seen	e-mail	become	the
electronic	equivalent	of	DNA	evidence.	It	is	evidence	standard	in	lithium,"	said	Nancy	Flynn,	Executive	Director	of	the	ePolicy	Institute	in	Columbus,	Ohio.	This	means	that	workers	need	to	consider	the	possibility	of	their	e	mail	messages	going	to	the	public,	said	Crosley.	"If	you	don't	want	the	whole	world	to	read,	don't	put	it	in	the	e-mail,"	he	said.
Just	a	look,	but	you	don't	need	a	judge	to	call	attention,	workers	can	get	into	trouble,	even	if	only	one	person,	your	boss,	sees	the	wrong	e	mail.	About	46%	of	the	companies	examined	by	Proofpoint	said	that	they	had	disciplined	a	worker	and	28%	said	that	they	fired	a	worker	for	violating	the	e-mail	policy	in	the	last	twelve	months.	Nineteen	percent	of
the	companies	said	they	disciplined	and	9%	said	they	fired	a	worker	for	violating	blog	or	board	policies	in	the	last	twelve	months.	One	way	to	avoid	and	become	part	of	these	statistics:	read	and	follow	the	e	mail	of	your	company,	blog	and	other	electronic	communication	policies.	"Employers	are	getting	more	and	more	Teeth	in	his	policies,	"said
Flynn."	You	have	to	fulfill	these	rules	and	these	politics.	"How	do	you	feel	about	the	types	of	technology	in	the	hallway	reading	your	e-mail?	Chances	are	already:	32%	of	companies	said	that	They	employ	employees	to	read	or	analyze	outburst	email	and	17%	said	they	employ	somebody	whose	"primary	or	exclusive	work	function"	is	read	or	monitor	e-
mail,	according	to	the	Proofpoint	search,	which	made	your	business	business	executives	questions	from	companies.	Workers	may	be	getting	used	to	the	monitored	email	idea,	Crosley	said,	often	the	workers	"I	suspect	their	e-mail	It	is	being	monitored	in	some	way,	"Crosley	said."	They	know	that	someone	can	see	the	content	of	your	email.	This	can	not
really	bother	them.	"Content	of	Waylaid	But	some	of	those	who	tell	you	can	bother	the	bosses.	Thirty	percent	of	the	companies	surveyed	said	that	workers	send	confidential	commercial	information	or	ownership	of	their	company.	According	to	the	research,	which	was	conducted	for	Proofpoint	by	Forrester	Consulting.	Meanwhile,	25%	said	workers
send	adult,	obscene	or	potentially	offensive	content;	about	21%	said	personal	data,	financial	or	identity	data	are	sent;	and	17%	said	valuable	intellectual	property	or	commercial	secrets	leaves.	"In	terms	of	what	companies	are	concerned,	it	is	...	reaped	in	relation	to	the	prevention	of	data	loss,	protecting	Confidential	Customer	Information	and	Creative
Card	Numbers,	complying	with	regulations	such	as	HIPAA	to	protect	health	care	data	and	preventing	the	leak	from	confidential	memos	and	protecting	the	intellectual	property	Al,	"Crosley	said.	Send	and	receive	personal	email	is	another	worried	area	for	businesses,	Flynn	said.	"You	really	want	to	be	careful	with	the	personal	use	of	the	company's
email	system,"	Flynn	said.	"A	growing	number	of	employers	are	Current	policies	to	block	or	manage	the	use	of	personal	e-mail,"she	said.	Sixty-eight	percent	of	employers	had	a	policy	in	place	to	govern	the	personal	use	of	employees,	according	to	the	Research	2006	of	the	Institute.	In	some	cases,	these	policies	govern	how	long	workers	can	spend	on
personal	email	each	day,	while	other	policies	aim	to	restrict	people	with	whom	workers	interact	by	email.	"Some	employers	will	spell	with	whom	employees	are	allowed	to	communicate	by	email,	typically	a	domestic	spouse	or	partner,	nannies,	teachers,	doctors,	these	types	of	people,"	she	said.	Lack	of	training	When	it	comes	to	understanding	what	an
important	business	record	is	--	and	what	messages	should	be	kept	and	deleted	--	workers	may	need	more	training,	Flynn	said.	"Forty-three	percent	of	employees	don't	know	the	difference	between	an	email	business	record	and	an	insignificant	message,"	said	Flynn,	based	on	the	data	from	the	2006	ePolicy	Institute	survey.	Only	21%	of	companies	said
they	provided	employees	with	a	formal	definition	of	a	business	record	and	only	34%	of	companies	have	a	written	policy	in	place	that	governs	business	registration	retention,	Flynn	said.	“Employees	are	not	being	consistently	educated	on	the	subject.	It	is	hard	to	expect	your	employees	to	comply	with	a	record	retention	policy	if	the	boss	never	identified
what	is	a	record	and	never	told	employees	what	their	individual	role	is	when	it	comes	to	keeping	those	records,”	Flynn	said.	The	employees	"most	of	the	time	are	in	the	dark,"	she	said.	"They	don't	know	the	difference	between	critical	business	email	that	has	to	be	kept	and	insignificant	messages."	Messages.	"
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