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0 ratings0% found this document useful (0 votes)6K viewsSaveSave Cisco - Asa Lab Manual Final For Later0%0% found this document useful, undefined In transparent firewall mode, in addition to the maximum allowed through-traffic interfaces, you can also use the Management interface (either the physical interface, a subinterface (if supported for
your model)) as a separate management-only interface. You cannot use any other interface types as Management interfaces. For the Firepower 4100/9300 chassis, the management interface ID depends on the mgmt-type interface that you assigned to the ASA logical device. In multiple context mode, you cannot share any interfaces, including the
Management interface, across contexts. To provide management per context on Firepower device models, you can create subinterfaces of the Management interface and allocate a Management subinterface to each context. However, ASA models do not allow subinterfaces on the Management interface, so per-context management for these models
requires you to connect to a data interface. For the Firepower 4100/9300 chassis, the management interface and its subinterfaces are not recognized as specially-allowed management interfaces within the contexts; you must treat a management subinterface as a data interface in this case and add it to a BVI. The management interface is not part of a
normal bridge group. Note that for operational purposes, it is part of a non-configurable bridge group. Note In transparent firewall mode, the management interface updates the MAC address table in the same manner as a data interface; therefore you should not connect both a management and a data interface to the same switch unless you configure
one of the switch ports as a routed port (by default Catalyst switches share a MAC address for all VLAN switch ports). Otherwise, if traffic arrives on the management interface from the physically-connected switch, then the ASA updates the MAC address table to use the management interface to access the switch, instead of the data interface. This
action causes a temporary traffic interruption; the ASA will not re-update the MAC address table for packets from the switch to the data interface for at least 30 seconds for security reasons. You can’t perform that action at this time. 50%(2)50% found this document useful (2 votes)2K viewsThis document provides instructions for configuring
interfaces on a Cisco ASA appliance using both the command line interface (CLI) and the Adaptive Security Device Manager (ASDM) graphical ...Al-enhanced title and descriptionSaveSave Asa-Lab-Manual.pdf For Later50%50% found this document useful, undefined



