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I	am	using	a	MEMCM	Task	Sequence	to	build	servers	running	Windows	Server	2019.	So	far,	I	build	22	servers	with	this	OS.	At	the	end	of	OSD,	on	20	of	them	I	have	only	10	cipher	suites	available	for	use.	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P384	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384	TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA	TLS_RSA_WITH_AES_256_CBC_SHA256	TLS_RSA_WITH_AES_256_CBC_SHA	On	the	two	servers	with	more	cipher	suites,	I	have	the	31	following	cipher	suites	available.	TLS_AES_256_GCM_SHA384	TLS_AES_128_GCM_SHA256	TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384	TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256	TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384	TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256	TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA	TLS_RSA_WITH_AES_256_GCM_SHA384	TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256	TLS_RSA_WITH_AES_128_CBC_SHA256	TLS_RSA_WITH_AES_256_CBC_SHA	TLS_RSA_WITH_AES_128_CBC_SHA	TLS_RSA_WITH_3DES_EDE_CBC_SHA	TLS_RSA_WITH_NULL_SHA256	TLS_RSA_WITH_NULL_SHA	TLS_PSK_WITH_AES_256_GCM_SHA384	TLS_PSK_WITH_AES_128_GCM_SHA256	TLS_PSK_WITH_AES_256_CBC_SHA384	TLS_PSK_WITH_AES_128_CBC_SHA256	TLS_PSK_WITH_NULL_SHA384	TLS_PSK_WITH_NULL_SHA256	On	the	servers	with	the	limited	set	of	ciphers	suites,	I	have	added	the
required	registry	keys	to	enable	TLS	1.2	in	HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS	1.2	and	performed	a	reboot	but	there's	still	nothing	more.	And	on	the	servers	with	the	31	cipher	suites,	I	don't	know	what	has	been	changed	so	they	are	available.	I	have	also	tried	to	use	Enable-TlsCipherSuite	-Name	XXX	with	no	success.	Finally,	the	servers	are	updated	with	the	august	2020	updates.	Any	idea	why	there	are	missing	ciphers	and	how	I	can	add	them?	Before	I	get	started,	I’d	like	to	thank	Andrei
Popov	who	is	the	main	schannel	developer	and	Candace	Jackson	who	works	on	the	TLS	team.	Without	their	help,	I	would	have	struggled	to	put	this	post	together.	Also,	thanks	to	my	colleague	Eric	Beauchesne	for	his	review.	In	light	of	known	weaknesses	in	specific	TLS	ciphersuites,	many	administrators	want	to	reduce	the	set	of	available	ciphersuites	used	by	TLS	1.2	to	a	more	secure	subset.	The	two	main	ways	to	set	TLS	ciphersuite	policy	in	Windows	are:	Use	Group	PolicyUse	PowerShell	I	am	going	to	focus	on	the	latter,	and	I	tested	this	on	Windows	Server
2019	version	1809,	current	builds	of	Windows	Server	2022,	Windows	10	and	Windows	11	will	also	work.	I	want	to	stress	that	where	possible,	you	need	to	use	TLS	1.3,	but	sometimes,	because	of	compatibility	issues,	you	might	not	be	able	to,	so	you	need	to	use	TLS	1.2	with	a	more	secure	set	of	ciphersuites.	So,	the	first	question	is	what	determines	a	safer	ciphersuite?	For	the	answer	I	turned	to	NIST	SP	800-52r2	(link)	which	describes	preferred	TLS	1.2	ciphersuites:	Section	3.3.1.1	“Cipher	Suites	for	TLS	1.2	and	Earlier	Versions”	states	the	following
preferences	when	selection	ciphersuites:	Prefer	ephemeral	keys	over	static	keys	(i.e.,	prefer	DHE	over	DH	(Diffie	Hellman),	and	prefer	ECDHE	over	ECDH	(Elliptic	Curve	Diffie	Hellman)).	Ephemeral	keys	provide	perfect	forward	secrecy.	Prefer	GCM	or	CCM	modes	over	CBC	mode.	The	use	of	an	authenticated	encryption	mode	prevents	several	attacks	(see	Section	3.3.2	for	more	information).	Note	that	these	are	not	available	in	versions	prior	to	TLS	1.2	Prefer	CCM	over	CCM_8.	The	latter	contains	a	shorter	authentication	tag,	which	provides	a	lower
authentication	strengths.	There’s	a	set	of	PowerShell	cmdlets	that	can	interrogate	and	set	ciphersuites,	they	are	documented	here.	We	will	use	these	cmdlets	to	change	the	ciphersuite	settings	on	a	Windows	PC.	But	before	we	get	started,	we	need	to	change	a	registry	setting	to	make	sure	the	PowerShell	changes	take	effect.	Load	up	regedit	and	delete	this	key.	HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Cryptography\Configuration\SSL\00010002	I	don’t	think	you	need	to	reboot;	I	have	tested	with	no	reboot,	and	it	all	worked	fine.	Now,	let’s	get	a
list	of	default	ciphersuites.	To	do	this,	run:	Get-TlsCiphersuite	|	fw	And	this	is	what	you	will	see:
TLS_AES_256_GCM_SHA384TLS_AES_128_GCM_SHA256TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256TLS_DHE_RSA_WITH_AES_256_GCM_SHA384TLS_DHE_RSA_WITH_AES_128_GCM_SHA256TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHATLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHATLS_ECDHE_RSA_WITH_AES_256_CBC_SHATLS_ECDHE_RSA_WITH_AES_128_CBC_SHATLS_RSA_WITH_AES_256_GCM_SHA384TLS_RSA_WITH_AES_128_GCM_SHA256TLS_RSA_WITH_AES_256_CBC_SHA256TLS_RSA_WITH_AES_128_CBC_SHA256TLS_RSA_WITH_AES_256_CBC_SHATLS_RSA_WITH_AES_128_CBC_SHATLS_RSA_WITH_3DES_EDE_CBC_SHATLS_RSA_WITH_NULL_SHA256TLS_RSA_WITH_NULL_SHATLS_PSK_WITH_AES_256_GCM_SHA384TLS_PSK_WITH_AES_128_GCM_SHA256TLS_PSK_WITH_AES_256_CBC_SHA384TLS_PSK_WITH_AES_128_CBC_SHA256TLS_PSK_WITH_NULL_SHA384TLS_PSK_WITH_NULL_SHA256
This	is	a	list	of	all	the	supported	ciphersuites	in	Window	Server	2019	in	preferred	order.	That’s	a	lot	of	ciphersuites!	You	can	get	a	list	of	ciphersuites	available	in	various	versions	of	Windows	here.	The	top	two	ciphersuites	that	start	TLS_AES	are	TLS	1.3	only,	note	they	only	focus	on	the	bulk	encryption	cipher	(AES)	and	HMAC	(SHA256	or	SHA384),	this	was	a	big	change	made	in	TLS	1.3	to	ciphersuite	naming,	the	key	exchange	and	certificate	signature	algorithms	are	set	by	the	TLS	1.3	standard.	The	rest	are	all	TLS	1.2	only,	and	this	is	the	set	we’re	going	to
update	using	PowerShell.	Using	the	NIST	recommendations,	we	end	up	with	this	tiny	list:	TLS_AES_128_GCM_SHA256TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256	Today	in	this	article,	we	will	learn	how	to	List	The	SSL/TLS	Cipher	Suites	A	Website	Offers	or	supports.	We	will	also	see	a	few	approaches	like	using	various	approaches	like	OpenSSL	(if	your	server	is	not	publicly	accessible)	or	SSLLabs	(If
servers	are	publicly	accessible)	to	verify	the	TLS/SSL	configuration.	As	per	recent	security	guidelines,	SSL	v2	protocols	are	insecure	and	must	not	be	used.	SSL	v3	is	secured	but	behaves	insecurely	when	used	with	HTTP	TLS	v1.2	or	TLS	v1.3	should	be	used	as	the	main	protocol	on	your	servers.	We	will	cover	the	below	aspects	in	today’s	article,	OpenSSL	is	an	open-source	CLI	(command	line	interface)	tool	that	is	used	as	a	Cryptography	toolkit	implementing	the	Secure	Sockets	Layer	and	Transport	Layer	Security	network	protocols,	It	supports	cryptography
functions	of	the	crypto	library	from	the	shell.	This	tool	is	mainly	used	for,	Creation	and	management	of	private	and	public	keys	Creating	certificates	X.509	c,	CSRs,	and	CRLs	Encryption	and	Decryption	with	Ciphers	o	SSL/TLS	Client	and	Server	Tests	etc	openssl	[	list-standard-commands	|	list-message-digest-commands	|	list-cipher-commands	|	list-cipher-algorithms	|	list-message-digest-algorithms	|	list-public-key-algorithms]	OpenSSL	comes	with	very	handy	commands	which	let	you	check	the	version	of	SSL/TLS	easily	The	above	shows	my	website	OR	API
supporting	the	SSL	v3.0	version	and	TLS	1.2.	That	means	my	server	is	supporting	the	latest	SSL	which	is	v3.0	and	also	TLS	protocol	suites	which	is	TLS	1.2.	openssl	ciphers	-v	|	column	-t	We	can	use	OpenSSL	s_client	command	to	implement	a	generic	SSL/TLS	client	to	connect	to	the	remote	host.	openssl	s_client	-connect	www.TheCodeBuzz.com:443	If	you	need	to	verify	tls	1.2	strong	ciphers	list,	openssl	s_client	-connect	www.TheCodeBuzz.com:443	-tls1_2	If	your	server	is	publicly	accessible,	then	one	can	use	the	online	tool	SSLLabs	to	run	your	set	tests
providing	the	SSL	or	TLS	Cipher	suites	supported	by	your	server.	Below	discussed	techniques	list	ciphers	supported	by	the	server.	Please	visit	here		�	Enter	the	URL	in	the	hostname	and	click	Submit	After	submission,	the	report	will	be	displayed	for	Protocol	support.	Below	shows	the	TLS1.2	as	the	highest	version	supported	on	the	server.	Similarly,	once	can	view	all	the	supported	Strong	and	Weak	Cipher	on	the	server	As	a	best	practice,	you	must	disable	or	remove	weak	ciphers	on	the	server.	You	should	see	only	good	ciphers	enabled.	The	below	examples
show	the	details	for	the	thecodebuzz,	There	are	a	number	of	online	tools	to	quickly	validate	the	configuration	of	a	server.	A	few	examples	are	listed	below,	Additionally,	a	Few	offline	tools	can	be	used:	Hope	you	find	this	information	useful,	That’s	all!	Happy	coding!	Does	this	help	you	fix	your	issue?	Do	you	have	any	better	solutions	or	suggestions?	Please	sound	off	your	comments	below.	Please	bookmark	this	page	and	share	it	with	your	friends.	Please	Subscribe	to	the	blog	to	receive	notifications	on	freshly	published(2024)	best	practices	and	guidelines	for
software	design	and	development.	Share	on	FacebookPost	on	XFollow	usSave	I	am	using	a	MEMCM	Task	Sequence	to	build	servers	running	Windows	Server	2019.	So	far,	I	build	22	servers	with	this	OS.	At	the	end	of	OSD,	on	20	of	them	I	have	only	10	cipher	suites	available	for	use.	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P384	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384	TLS_RSA_WITH_AES_128_CBC_SHA256	TLS_RSA_WITH_AES_128_CBC_SHA	TLS_RSA_WITH_AES_256_CBC_SHA256	TLS_RSA_WITH_AES_256_CBC_SHA	On	the	two	servers	with	more	cipher	suites,	I	have	the	31	following	cipher	suites	available.	TLS_AES_256_GCM_SHA384	TLS_AES_128_GCM_SHA256	TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384	TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256	TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256	TLS_DHE_RSA_WITH_AES_256_GCM_SHA384	TLS_DHE_RSA_WITH_AES_128_GCM_SHA256	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_GCM_SHA384	TLS_RSA_WITH_AES_128_GCM_SHA256	TLS_RSA_WITH_AES_256_CBC_SHA256	TLS_RSA_WITH_AES_128_CBC_SHA256	TLS_RSA_WITH_AES_256_CBC_SHA	TLS_RSA_WITH_AES_128_CBC_SHA	TLS_RSA_WITH_3DES_EDE_CBC_SHA	TLS_RSA_WITH_NULL_SHA256	TLS_RSA_WITH_NULL_SHA	TLS_PSK_WITH_AES_256_GCM_SHA384	TLS_PSK_WITH_AES_128_GCM_SHA256	TLS_PSK_WITH_AES_256_CBC_SHA384	TLS_PSK_WITH_AES_128_CBC_SHA256	TLS_PSK_WITH_NULL_SHA384
TLS_PSK_WITH_NULL_SHA256	On	the	servers	with	the	limited	set	of	ciphers	suites,	I	have	added	the	required	registry	keys	to	enable	TLS	1.2	in	HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS	1.2	and	performed	a	reboot	but	there's	still	nothing	more.	And	on	the	servers	with	the	31	cipher	suites,	I	don't	know	what	has	been	changed	so	they	are	available.	I	have	also	tried	to	use	Enable-TlsCipherSuite	-Name	XXX	with	no	success.	Finally,	the	servers	are	updated	with	the	august	2020	updates.	Any
idea	why	there	are	missing	ciphers	and	how	I	can	add	them?	Skip	to	content	As	consultants	in	the	field	of	applied	cryptography,	we	often	encounter	the	question	of	whether	enabling	encryption	is	enough	to	ensure	the	security	of	digital	communication.When	a	message	is	sent	across	a	connection,	normally	a	TLS/SSL	connection	is	used	to	encrypt	the	data	in	the	message.	To	create	this	connection,	a	TLS	Handshake	occurs.	Inside	of	that	Handshake,	the	client	and	server	exchange	available	cipher	suites	to	ensure	they	use	the	same	ciphers	during	the	TLS
Handshake.A	cipher	suite	provides	instructions	on	how	to	secure	the	TLS/SSL	connection	by	providing	information	on	which	ciphers	are	used	by	the	client	or	server	to	create	keys,	authenticate	users,	etc.	Cipher	suites	must	be	traded	between	the	client	and	server	to	ensure	the	ciphers	used	in	the	TLS	Handshake	match	and	the	client	and	server	can	understand	each	other.Now,	let	us	take	you	behind	the	scenes	and	reveal	how	does	a	TLS	handshake	works:A	TLS	Handshake	is	the	process	undertaken	between	a	client	and	server	to	create	a	secure	connection
and	encrypt	the	data	sent	through	that	connection.	A	TLS	Handshake	contains	the	following	steps:Client	Hello	The	client	hello	stage	involves	the	client	sending	a	request	to	the	server	to	communicate.	The	TLS	version,	cipher	suites	supported,	and	a	string	of	random	bytes	known	as	the	“client	random”	are	included	in	the	hello.	Server	Hello	In	the	server	hello,	the	server	acknowledges	the	client	hello	and	ensures	it	is	using	a	TLS	version	that	is	compatible	with	the	client	TLS	version.	The	server	also	selects	a	compatible	cipher	suite	from	the	ones	offered	by	the
client,	and	sends	its	certificate,	the	server	random	(similar	to	the	client	random),	and	the	public	key	to	the	client.	Certificate	Validation	The	validity	of	the	server’s	certificate	is	then	checked	by	the	client	through	the	certificate	authority.	The	certificate	authority,	or	CA,	is	a	highly	trusted	entity	given	the	responsibility	of	signing	and	generating	digital	certificates.	Pre-Master	String	In	this	stage,	the	client	encrypts	a	random	string	of	bytes,	called	the	“Pre-Master	String”,	with	the	server’s	public	key	and	sends	it	back	to	the	server.	This	ensures	that	only	the
server	can	decrypt	the	key	with	its	own	private	key,	which	adds	an	extra	layer	of	security	to	the	process.	Session	Key	Creation	The	server	then	decrypts	the	pre-master	key,	and	both	the	client	and	server	create	session	keys	from	the	client	random,	the	server	random,	and	the	premaster	string.	Finished	Messaging	Finally,	the	client	and	server	send	each	other	messages	saying	they	have	finished	creating	their	keys,	and	they	compare	keys	with	each	other.	If	the	session	keys	match,	the	TLS	Handshake	is	completed,	and	the	session	keys	are	used	to	encrypt	and
decrypt	any	data	sent	between	the	server	and	client.	Now	that	we	understand	how	a	TLS	Handshake	works,	we	can	focus	on	cipher	suites	in	a	TLS	Handshake	specifically.	The	cipher	suite	determines	how	encryption	is	applied,	which	algorithms	are	used,	and	the	size	of	the	encryption	key.	It	encapsulates	the	key	exchange,	authentication,	bulk	data	encryption,	and	algorithms	governing	the	encryption	process.A	cipher	suite	mainly	consist	of	four	different	components:Key	Exchange	AlgorithmThe	information	exchange	process	requires	a	secure	connection	to
send	unencrypted	data	or	a	key	shared	between	the	client	and	server.	The	client	uses	this	key	to	encrypt	data,	and	the	server	uses	it	to	decrypt	that	data.	Since	one	key	is	used	for	both	encryption	and	decryption,	symmetric	encryption	is	used.	To	share	that	key,	an	algorithm	called	the	key	exchange	algorithm	was	created	to	encrypt	the	symmetric	encryption	key	in	transfer.	This	ensures	the	integrity	of	the	data	and	the	security	of	the	symmetric	encrypting	key.The	key	exchange	algorithm	is	an	encryption	algorithm	shared	between	the	client	and	server	so	each
side	of	the	connection	can	decrypt	and	use	the	symmetric	encryption	key.	RSA,	DH,	ECDH,	and	ECDHE	are	all	examples	of	key	exchange	algorithms.	Authentication	AlgorithmThis	algorithm	is	a	way	of	ensuring	the	identity	of	the	sender.	Usually,	a	password	and	username	are	used	to	authenticate	the	client.	The	most	common	authentication	algorithms	are	RSA,	DSA,	and	ECDSA.	Bulk	Data	Encryption	AlgorithmThe	bulk	data	encryption	algorithm	is	used	to	encrypt	the	central	body	of	the	message.	As	the	main	part	of	the	message	is	what	attackers	are
attempting	to	steal	or	modify,	the	algorithm	used	here	should	be	extremely	secure.	The	most	common	bulk	encryption	algorithms	used	by	cipher	suites	are	AES,	3DES,	and	CAMELLA.	Message	Authentication	Code	(MAC)	AlgorithmThe	MAC	is	a	section	of	information	sent	along	to	authenticate	the	client.	The	MAC	algorithm	is	the	algorithm	used	to	encrypt	the	MAC.	The	server	compares	the	MAC	received	and	the	MAC	they	calculate	to	ensure	they	match.	Normally,	a	Cyclic	Redundancy	Check	algorithm,	or	CRC,	is	used	with	an	MAC	to	check	for	damaged
portions	of	the	message,	but	a	CRC	cannot	protect	against	intentional	changes	to	the	MAC.If	an	attacker	obtains	the	message,	changes	the	MAC,	and	calculates	a	new	checksum,	then	the	server	will	never	know	that	the	MAC	was	changed.	SHA-2	are	commonly	used	MAC	algorithms.	MAC	ensures	both	authenticity	and	integrity	of	the	message.An	example	of	a	version	1.2	cipher	suite	naming	is	TLS_DHE_RSA_AES256_SHA256.	The	first	portion,	TLS,	specifies	what	the	cipher	suite	is	used	for.	TLS	is	the	most	common	reason	used	for	cipher	suites.	The	second
algorithm	name,	DHE,	is	the	key	exchange	algorithm	used.	RSA	is	the	authentication	algorithm,	AES256	is	the	bulk	data	encryption	algorithm,	and	SHA256	is	the	MAC	algorithm.	Version	1.2	cipher	suite	names	are	short,	but	other	cipher	suite	versions	support	different	algorithms	and	are	even	shorter.	The	most	widely	used	cipher	suite	version	is	version	1.2,	even	though	version	1.3	already	exists.	The	reason	for	using	an	older	version	over	a	newer	version	is	the	number	of	options	offered	by	each	version.Version	1.2	cipher	suite	names	are	short,	but	other
cipher	suite	versions	support	different	algorithms	and	are	even	shorter.	The	most	widely	used	cipher	suite	version	is	version	1.2,	even	though	version	1.3	already	exists.	The	reason	for	using	an	older	version	over	a	newer	version	is	the	number	of	options	offered	by	each	version.TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256	(Recommended)	TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384	(Recommended)	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256	(Weak)	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384	(Weak)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256	(Secure)	TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384	(Secure)	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256	(Weak)	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384	(Weak)	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256	(Weak)	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384	(Weak)	TLS_DHE_RSA_WITH_AES_128_GCM_SHA256	(Weak)	TLS_DHE_RSA_WITH_AES_256_GCM_SHA384	(Weak)	TLS_DHE_RSA_WITH_AES_128_CBC_SHA	(Weak)	TLS_DHE_RSA_WITH_AES_256_CBC_SHA	(Weak)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256	(Weak)	TLS_DHE_RSA_WITH_AES_256_CBC_SHA256	(Weak)	TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256	(Recommended)	TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305	(Recommended)	TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256	(Recommended)	TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305	(Secure)Version	1.3,	on	the	other	hand,	only	offers	5	ciphers	and	includes	2	algorithms	in	its	naming.	Version	1.2	also	offers	more	secure	algorithms	compared	to	1.3.	The	naming	of
the	cipher	suite	and	the	amount	number	of	ciphers	offered	in	a	cipher	suite	in	version	1.3	shorten	the	TLS	Handshake	significantly,	however.	The	name	of	the	cipher	used	in	version	1.3	looks	like	this:	TLS_	AES_256_GCM_SHA384.	The	fewer	ciphers	used	and	the	shorter	the	name,	the	faster	the	TLS	Handshake.TLS_AES_256_GCM_SHA384	(Recommended)	TLS_CHACHA20_POLY1305_SHA256	(Recommended)	TLS_AES_128_GCM_SHA256	(Recommended)	TLS_AES_128_CCM_8_SHA256	(Secure)	TLS_AES_128_CCM_SHA256	(Secure)Impact	of	Post	Quantum
Cryptography	(PQC)	on	Cipher	SuitesQuantum	computers	can	break	TLS	encryption	using	modern	ECC-based	ciphers	and	algorithms	like	RSA	and	DSA	in	matters	of	hours	as	they	rely	on	mathematical	problems	such	as	integer	factorization	and	discrete	logarithms(log).	These	problems	are	computationally	infeasible	for	classical	computers	but	can	potentially	be	solved	efficiently	by	quantum	computers	using	Shor’s	algorithm.	This	poses	a	direct	threat	to	the	security	of	existing	cryptographic	protocols,	including	those	employed	in	TLS/SSL.Cipher	Suites	need
to	be	updated	to	incorporate	post-quantum	algorithms.	For	example,	TLS	1.3,	which	currently	uses	algorithms	like	ECDHE	and	RSA	for	key	exchange,	must	transition	to	quantum-safe	alternatives.	The	redesign	includes	selecting	post-quantum	algorithms	that	balance	security,	performance,	and	bandwidth	efficiency.	For	instance,	ML-KEM	(Initial	Specification	name-	CRYSTALS-Kyber)	is	gaining	popularity	for	sharing	symmetric	keys	for	general	encryption.Let’s	have	a	closer	look	at	NIST	supported	PQC	algorithms:For	general	encryption,	which	is	used	when
accessing	websites	securely,	NIST	has	selected	the	following	algorithm.CRYSTALS-Kyber	(Updated	Name:	ML	KEM)NIST	recommends	using	Kyber	in	a	so-called	“hybrid	mode”,	combining	it	with	established	“pre-quantum”	security	protocols,	such	as	elliptic-curve	Diffie-Hellman.	The	submission	includes	three	parameter	sets	designed	for	different	security	levels:Kyber-512	aims	at	security	roughly	equivalent	to	AES-128Kyber-768	aims	at	security	roughly	equivalent	to	AES-192Kyber-1024	aims	at	security	roughly	equivalent	to	AES-256For	digital	signatures,
commonly	used	for	verifying	identities	during	digital	transactions	or	signing	documents	remotely,	NIST	has	selected	the	following	three	algorithms:CRYSTALS-Dilithium	(Updated	Name:	ML	DSA)As	an	update	for	round	2	of	the	NIST	project	a	variant	of	Dilithium,	called	Dilithium-AES	was	proposed.	This	variant	uses	AES-256	in	counter	mode	instead	of	SHAKE	to	expand	the	matrix	and	masking	vectors	and	sample	the	secret	polynomials.	The	following	variants	of	Dilithium	are	available:Dilithium2-AESDilithium3-AESDilithium5-AES	FALCON	(Updated	Name:
FN	DSA)Falcon	is	based	on	the	theoretical	framework	of	Gentry,	Peikert	and	Vaikuntanathan	for	lattice-based	signature	schemes.	Falcon	achieves	the	following	performance:FALCON-512	(keygen	(ms)-	8.64,	keygen	(RAM)-	14336,	signs/s-	5948.1,	verifies/s-	27933.0,	pub	size-	897,	sig	size-	666)FALCON-1024	(keygen	(ms)-	27.45,	keygen	(RAM)-	28672,	signs/s-	2913.0,	verifies/s-	13650.0,	pub	size-	1793,	sig	size-	1280)To	provide	a	comparison,	Falcon-512	is	roughly	equivalent,	in	classical	security	terms,	to	RSA-2048,	whose	signatures	and	public	keys	use	256
bytes	each.	SPHINCS+	(Updated	Name:	SLH	DSA)SPHINCS+	is	a	stateless	hash-based	signature	scheme.	It	incorporates	multiple	improvements,	specifically	aimed	at	reducing	signature	size.	The	second-round	submission	of	SPHINCS+	introduces	a	split	of	the	above	three	signature	schemes	into	a	simple	and	robust	variant	for	each	choice	of	hash	function.	The	robust	variant	is	exactly	the	SPHINCS+	version	from	the	first-round	submission	and	comes	with	all	the	conservative	security	guarantees	given	before.	The	submission	proposes	three	different	signature
schemes:SPHINCS+-SHAKE256SPHINCS+-SHA-256SPHINCS+-HarakaThese	signature	schemes	are	obtained	by	instantiating	the	SPHINCS+	construction	with	SHAKE256,	SHA-256,	and	Haraka,	respectively.A	current	TLS	cipher	suite,	such	as	TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,	when	evolves	to	a	post-quantum	cipher,	might	look	like	TLS_KYBER_DILITHIUM_WITH_AES_256_GCM_SHA384.The	following	table	represents	Post	Quantum	Cryptography	Algorithms	(NIST-Approved)CRYSTALS-KyberCRYSTALS-DilithiumFALCONSPHINCS+-
SHA256SPHINCS+-HarakaSPHINCS+-SHAKE256Kyber512Dilithium2FALCON-512SPHINCS+-SHA256-128f-robustSPHINCS+-Haraka-128f-robustSPHINCS+-SHAKE256-128f-robustKyber512-90sDilithium3FALCON-1204SPHINCS+-SHA256-128f-simpleSPHINCS+-Haraka-128f-simpleSPHINCS+-SHAKE256-128f-simpleKyber768Dilithium5–SPHINCS+-SHA256-128s-robustSPHINCS+-Haraka-128s-robustSPHINCS+-SHAKE256-128s-robustKyber768-90sDilithium2-AES–SPHINCS+-SHA256-128s-simpleSPHINCS+-Haraka-128s-simpleSPHINCS+-SHAKE256-
128s-simpleKyber1024Dilithium3-AES–SPHINCS+-SHA256-192f-robustSPHINCS+-Haraka-192f-robustSPHINCS+-SHAKE256-192f-robustKyber1024-90sDilithium5-AES–SPHINCS+-SHA256-192f-simpleSPHINCS+-Haraka-192f-simpleSPHINCS+-SHAKE256-192f-simple–––SPHINCS+-SHA256-192s-robustSPHINCS+-Haraka-192s-robustSPHINCS+-SHAKE256-192s-robust–––SPHINCS+-SHA256-192s-simpleSPHINCS+-Haraka-192s-simpleSPHINCS+-SHAKE256-192s-simple–––SPHINCS+-SHA256-256f-robustSPHINCS+-Haraka-256f-robustSPHINCS+-
SHAKE256-256f-robust–––SPHINCS+-SHA256-256f-simpleSPHINCS+-Haraka-256f-simpleSPHINCS+-SHAKE256-256f-simple–––SPHINCS+-SHA256-256s-robustSPHINCS+-Haraka-256s-robustSPHINCS+-SHAKE256-256s-robust–––SPHINCS+-SHA256-256s-simpleSPHINCS+-Haraka-256s-simpleSPHINCS+-SHAKE256-256s-simpleSeveral	candidate	algorithms	have	been	put	forward	for	consideration.	These	are	the	cryptographic	algorithms	that	are	still	under	evaluation	to	determine	their	suitability	for	standardization	in	a	post-quantum	era.Round	4
candidate	algorithms	are	designed	to	securely	establish	shared	keys	between	parties	in	a	communication	system,	typically	through	public-key	cryptography.	These	algorithms	are,	as	follows:BIKE	(Binary	Code-based	Key	Encapsulation)BIKE	is	a	code-based	key	encapsulation	mechanism	based	on	QC-MDPC	(Quasi-Cyclic	Moderate	Density	Parity-Check)	codes	submitted	to	the	NIST	Post-Quantum	Cryptography	Standardization	Process.	A	public-key	encryption	system	based	on	error-correcting	codes.	Classic	McElieceThe	McEliece	system	was	designed	to	be
one-way	(OW-CPA),	meaning	that	an	attacker	cannot	efficiently	find	the	codeword	from	a	ciphertext	and	public	key,	when	the	codeword	is	chosen	randomly.	It	is	a	public-key	cryptosystem	based	on	the	hardness	of	decoding	a	random	linear	code.	HQC	(Hamming	Quasi-Cyclic)HQC	(Hamming	Quasi-Cyclic)	is	a	code-based	public	key	encryption	scheme	designed	to	provide	security	against	attacks	by	both	classical	and	quantum	computers.	It	uses	a	class	of	error-correcting	codes	known	as	quasi-cyclic	codes.	SIKE	(Supersingular	Isogeny	Key	Encapsulation)It	is	a
KEM	based	on	the	difficulty	of	finding	isogenies	between	super	singular	elliptic	curves,	a	relatively	new	approach	in	quantum-resistant	cryptography.	It	contains	two	algorithms:A	CPA-secure	public	key	encryption	algorithm	SIKE.PKEA	CCA-secure	key	encapsulation	mechanism	SIKE.KEMVadium	Lyubashevsky,	an	IBM	cryptography	researcher,	mentioned	that	“Algorithms	based	on	lattices	when	designed	properly,	are	actually	more	efficient	than	algorithms	being	used	today,”	he	said.	“While	they	might	be	larger	than	classical	cryptography,	their	running	time
is	faster	than	the	classical	algorithms	based	on	discrete,	larger	RSA	or	elliptic	curves”.Incorporating	PQC	in	cipher	suites	brings	several	benefits,	such	as:Quantum-resistant	securityUsing	PQC	algorithm	leads	to	stronger	encryption	so	it	can	withstand	quantum	threats.	This	protects	sensitive	data	keeping	it	confidential	and	unaltered.	Achieving	crypto	agilityAdopting	PQC	algorithms	enhances	crypto	agility,	allowing	organizations	to	smoothly	transition	between	classical	and	quantum-resistant	algorithms	as	new	threats	emerge.	This	flexibility	ensures	that	the
system,	application,	or	any	other	critical	asset	is	designed	to	adapt	agility	in	cryptographic	requirements.	Hybrid	SolutionA	hybrid	solution	combines	traditional	cryptographic	algorithms	(e.g.,	RSA)	with	PQC	algorithms	to	provide	backward	compatibility	within	existing	systems	while	introducing	quantum	readiness.	This	ensures	a	smooth	transition	to	post-quantum	cryptography	without	disrupting	current	operations.	Future-Proofing	digital	communicationImplementing	PQC	now	prevents	attackers	from	storing	encrypted	data	and	decrypting	it	later	when
quantum	computers	become	available	(“harvest	now,	decrypt	later”).	Compliance	with	Emerging	StandardsRegulatory	bodies	and	industry	standards	will	likely	mandate	the	use	of	PQC	algorithms	in	the	near	future.	Early	adoption	ensures	compliance	and	avoids	last-minute	disruptions.Our	Encryption	Advisory	Services	offer	encryption	assessments	and	encryption	audits	where	we	conduct	thorough	evaluations	of	your	current	cryptographic	infrastructure	to	identify	vulnerabilities	and	prepare	for	emerging	quantum	threats.	This	includes	assessing	digital
certificates,	cryptographic	keys,	and	overall	crypto	governance	to	ensure	resilience	against	evolving	risks.	Our	team	develops	a	customized	framework	for	transitioning	to	a	compliant	cryptographic	environment	that	is	aligned	with	industry	standards	such	as	NIST,	FIPS,	and	others.	We	ensure	that	your	organization’s	data	remains	secure	while	adapting	to	quantum-resistant	technologies.	Our	strategies	are	tailored	to	your	organization’s	unique	security	requirements	and	risk	tolerance,	helping	you	stay	ahead	of	security	challenges.Cipher	suites	are	an	integral
part	to	the	TLS	Handshake,	telling	the	client	and	server	how	to	encrypt	their	information	for	the	other	to	understand.	The	TLS	Handshake,	which	connects	a	client	and	server	in	a	secure	connection,	is	used	every	day	to	connect	to	websites,	so	ensuring	it	is	the	most	secure	it	can	be	is	extremely	important.	Cipher	suites	are	just	one	way	to	ensure	safe	and	trusted	connections.	Code	signing,	proper	certificate	management,	and	secure	SSH	keys	are	all	other	secure	connection	methods	that	must	also	be	implemented	properly,	to	ensure	the	most	secure	connection
to	servers.	I	am	using	a	MEMCM	Task	Sequence	to	build	servers	running	Windows	Server	2019.	So	far,	I	build	22	servers	with	this	OS.	At	the	end	of	OSD,	on	20	of	them	I	have	only	10	cipher	suites	available	for	use.	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P384	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384
TLS_RSA_WITH_AES_128_CBC_SHA256	TLS_RSA_WITH_AES_128_CBC_SHA	TLS_RSA_WITH_AES_256_CBC_SHA256	TLS_RSA_WITH_AES_256_CBC_SHA	On	the	two	servers	with	more	cipher	suites,	I	have	the	31	following	cipher	suites	available.	TLS_AES_256_GCM_SHA384	TLS_AES_128_GCM_SHA256	TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384	TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256	TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384	TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256	TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA	TLS_RSA_WITH_AES_256_GCM_SHA384	TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256	TLS_RSA_WITH_AES_128_CBC_SHA256	TLS_RSA_WITH_AES_256_CBC_SHA	TLS_RSA_WITH_AES_128_CBC_SHA	TLS_RSA_WITH_3DES_EDE_CBC_SHA	TLS_RSA_WITH_NULL_SHA256	TLS_RSA_WITH_NULL_SHA	TLS_PSK_WITH_AES_256_GCM_SHA384	TLS_PSK_WITH_AES_128_GCM_SHA256	TLS_PSK_WITH_AES_256_CBC_SHA384	TLS_PSK_WITH_AES_128_CBC_SHA256	TLS_PSK_WITH_NULL_SHA384	TLS_PSK_WITH_NULL_SHA256	On	the	servers	with	the	limited	set	of	ciphers	suites,	I	have	added	the
required	registry	keys	to	enable	TLS	1.2	in	HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS	1.2	and	performed	a	reboot	but	there's	still	nothing	more.	And	on	the	servers	with	the	31	cipher	suites,	I	don't	know	what	has	been	changed	so	they	are	available.	I	have	also	tried	to	use	Enable-TlsCipherSuite	-Name	XXX	with	no	success.	Finally,	the	servers	are	updated	with	the	august	2020	updates.	Any	idea	why	there	are	missing	ciphers	and	how	I	can	add	them?	Moderne	Betriebssysteme	wie	Windows	10
oder	Server	2019	unterstützen	zum	Auslesen	der	geladenen	Cipher	Suiten	(Chiffren)	den	Befehl	(Get-TlsCipherSuite).Name	CipherSuiten	und	Reihenfolge	auslesen	Mit	diesem	Skript	könnt	ihr	euch	die	aktuellen	eingesetzten	Cipher	Suites	unter	Windows	anzeigen	lassen.	Das	Skript	läuft	unter	allen	Windows-Versionen.	Skript-Download:	Get	Current	Cipher	on	Windows	Server	and	Clients	Share	—	copy	and	redistribute	the	material	in	any	medium	or	format	for	any	purpose,	even	commercially.	Adapt	—	remix,	transform,	and	build	upon	the	material	for	any
purpose,	even	commercially.	The	licensor	cannot	revoke	these	freedoms	as	long	as	you	follow	the	license	terms.	Attribution	—	You	must	give	appropriate	credit	,	provide	a	link	to	the	license,	and	indicate	if	changes	were	made	.	You	may	do	so	in	any	reasonable	manner,	but	not	in	any	way	that	suggests	the	licensor	endorses	you	or	your	use.	ShareAlike	—	If	you	remix,	transform,	or	build	upon	the	material,	you	must	distribute	your	contributions	under	the	same	license	as	the	original.	No	additional	restrictions	—	You	may	not	apply	legal	terms	or	technological
measures	that	legally	restrict	others	from	doing	anything	the	license	permits.	You	do	not	have	to	comply	with	the	license	for	elements	of	the	material	in	the	public	domain	or	where	your	use	is	permitted	by	an	applicable	exception	or	limitation	.	No	warranties	are	given.	The	license	may	not	give	you	all	of	the	permissions	necessary	for	your	intended	use.	For	example,	other	rights	such	as	publicity,	privacy,	or	moral	rights	may	limit	how	you	use	the	material.	When	Cipher	suite	configuration	is	done	as	only	“TLS_AES_256_GCM_SHA384”	and
“TLS_AES_128_GCM_SHA256”	with	IIScrypto,	there	are	some	problems	occuring	especially	while	accessing	to	2016	servers	with	RDP	and	accessing	to	web	services.(Also	these	two	configurations	are	not	supported	over	server	2016,	that's	the	reason	why	access	problems	occur	when	the	settings	below	is	configured.)There	is	an	RFC	document	where	untrusted	cipher	suits	are	listed	of	Internet	Engineering	Task	Force	(IETF)	;	cipher	suite	list	can	be	accessed	on	page	83.	According	to	the	list	here,	the	cipher	suites	which	should	be	turned	off	over	Server	2016
and	Server	2019	are	listed	below	(red	font).For	the	appropriate	operating	system	version,	red	marked	packages	are	the	ones	which	is	a	necessity	to	be	turned	off.	For	every	given	operating	system,	if	the	red	marked	cipher	suite	packages	are	turned	off,	it	will	provide	max	level	of	security	and	minimum	amount	of	access	problems.Windows	Server	2016Windows	Server
2019N/ATLS_AES_128_GCM_SHA256N/ATLS_AES_256_GCM_SHA384TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHAN/ATLS_DHE_DSS_WITH_AES_128_CBC_SHAN/ATLS_DHE_DSS_WITH_AES_128_CBC_SHA256N/ATLS_DHE_DSS_WITH_AES_256_CBC_SHAN/ATLS_DHE_DSS_WITH_AES_256_CBC_SHA256N/ATLS_DHE_RSA_WITH_AES_128_CBC_SHAN/ATLS_DHE_RSA_WITH_AES_128_GCM_SHA256*TLS_DHE_RSA_WITH_AES_128_GCM_SHA256*TLS_DHE_RSA_WITH_AES_256_CBC_SHAN/ATLS_DHE_RSA_WITH_AES_256_GCM_SHA384*TLS_DHE_RSA_WITH_AES_256_GCM_SHA384*TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHATLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHATLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256*TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256*TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHATLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHATLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384*TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384*TLS_ECDHE_RSA_WITH_AES_128_CBC_SHATLS_ECDHE_RSA_WITH_AES_128_CBC_SHATLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256*TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256*TLS_ECDHE_RSA_WITH_AES_256_CBC_SHATLS_ECDHE_RSA_WITH_AES_256_CBC_SHATLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384*TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384*TLS_PSK_WITH_AES_128_CBC_SHA256TLS_PSK_WITH_AES_128_CBC_SHA256TLS_PSK_WITH_AES_128_GCM_SHA256TLS_PSK_WITH_AES_128_GCM_SHA256TLS_PSK_WITH_AES_256_CBC_SHA384TLS_PSK_WITH_AES_256_CBC_SHA384TLS_PSK_WITH_AES_256_GCM_SHA384TLS_PSK_WITH_AES_256_GCM_SHA384TLS_PSK_WITH_NULL_SHA256TLS_PSK_WITH_NULL_SHA256TLS_PSK_WITH_NULL_SHA384TLS_PSK_WITH_NULL_SHA384TLS_RSA_WITH_3DES_EDE_CBC_SHATLS_RSA_WITH_3DES_EDE_CBC_SHATLS_RSA_WITH_AES_128_CBC_SHATLS_RSA_WITH_AES_128_CBC_SHATLS_RSA_WITH_AES_128_CBC_SHA256TLS_RSA_WITH_AES_128_CBC_SHA256TLS_RSA_WITH_AES_128_GCM_SHA256TLS_RSA_WITH_AES_128_GCM_SHA256TLS_RSA_WITH_AES_256_CBC_SHATLS_RSA_WITH_AES_256_CBC_SHATLS_RSA_WITH_AES_256_CBC_SHA256TLS_RSA_WITH_AES_256_CBC_SHA256TLS_RSA_WITH_AES_256_GCM_SHA384TLS_RSA_WITH_AES_256_GCM_SHA384TLS_RSA_WITH_NULL_SHATLS_RSA_WITH_NULL_SHATLS_RSA_WITH_NULL_SHA256TLS_RSA_WITH_NULL_SHA256TLS_RSA_WITH_RC4_128_MD5N/ATLS_RSA_WITH_RC4_128_SHAN/AWhat
Is	a	Cipher	Suite	?A	cipher	suite	is	a	set	of	algorithms	that	help	secure	a	network	connection.	Suites	typically	use	Transport	Layer	Security	(TLS)	or	its	now-deprecated	predecessor	Secure	Socket	Layer	(SSL).	The	set	of	algorithms	that	cipher	suites	usually	contain	include:	a	key	exchange	algorithm,	a	bulk	encryption	algorithm,	and	a	message	authentication	code	(MAC)	algorithm.Every	Windows	Version	supports	different	Cipher	Suites	for	itself.	TLS	protocol	default	cipher	package	is	given	above	for	Windows	Server	2016/2019.	As	shown	above,	Windows
Server	2019	also	supports	mutliple	advanced	cipher	suites.Cipher	Suites	have	a	process	order	on	Windows.	According	to	this	order,	always	the	best	cipher	is	taken	first.	"The	Best",	means	it	should	comply	with	these	two	criterias:One	of	the	next	cipher	suites	on	the	order	should	atleast	supported	by	the	application.Chosen	cipher	suite	package	is	takes	the	first	place	and	it	will	be	on	top	of	the	supported	list.If	Windows	can	not	find	an	appropriate	cipher	suite	for	the	communication,	communication	will	fail.	“Static	Key	Ciphers”	are	used	on	Windows	Server
2016/2019	for	backward	compatibility	with	legacy	applications.	It	existing	on	Windows	operating	system	by	default.	Hackers	can	decrypt	the	traffic	if	the	weak	cipher	suites	are	being	used.	Hence	how	to	secure	the	traffic	is	important	for	Windows	security.	In	short,	certain	communication	security	protocols	and	cipher	suites	should	be	disabled	on	Windows	Server	2016/2019.	Cipher	is	the	algorithm	of	translation	between	plaintext	and	ciphertext.	There	are	two	algorithm	categories:	The	symmetric	key	algorithm	and	the	asymmetric	key	algorithm.	Symmetric
key	algorithms	use	one	key	for	encryption	and	decryption.	Asymmetric	key	algorithms	use	different	keys	for	encryption	and	decryption.	The	popular	ciphers	are	DES,	AES,	RSA,	SHA…etc.	However,	some	of	them	are	out-of-date.	And	some	maybe	not	in	compliance	with	certain	information	security	standards.	A	cipher	suite	is	a	set	of	ciphers	and	security	protocols.	A	server	encrypts	data	with	a	cipher	suite.	And	a	client	decrypts	data	with	the	same	cipher	suite.	Naming	Convention	of	Ciphers	Different	Windows	Server	versions	support	different	cipher	suites.
Following	is	the	default	cipher	suite	list	for	TLS	protocol	on	Windows	Server	2016/2019.	As	you	can	see,	Windows	Server	2019	supports	few	advanced	cipher	suites	in	addition.	Cipher	Suites	have	an	order	on	Windows.	It	always	picks	up	the	best	cipher	suite.	“The	best”	means	it	must	match	two	criteria:	At	least	one	cipher	suite	in	the	order	must	be	supported	by	the	application.The	chosen	cipher	suite	is	the	top	one	in	the	supported	list.	If	Windows	cannot	find	a	suitable	cipher	suite,	then	the	communication	is	failed.	As	a	result,	you	will	see	error	messages	in
Windows	Event	Log	(Similar	to	the	event	log	samples	below).	Windows	Server	2016	Windows	Server	2019	N/A	TLS_AES_128_GCM_SHA256	N/A	TLS_AES_256_GCM_SHA384	TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA	N/A	TLS_DHE_DSS_WITH_AES_128_CBC_SHA	N/A	TLS_DHE_DSS_WITH_AES_128_CBC_SHA256	N/A	TLS_DHE_DSS_WITH_AES_256_CBC_SHA	N/A	TLS_DHE_DSS_WITH_AES_256_CBC_SHA256	N/A	TLS_DHE_RSA_WITH_AES_128_CBC_SHA	N/A	TLS_DHE_RSA_WITH_AES_128_GCM_SHA256*
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256*	TLS_DHE_RSA_WITH_AES_256_CBC_SHA	N/A	TLS_DHE_RSA_WITH_AES_256_GCM_SHA384*	TLS_DHE_RSA_WITH_AES_256_GCM_SHA384*	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256	TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256	TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256*	TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256*	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384	TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384*	TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384*	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256	TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256	TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256*	TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256*
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384	TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384*	TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384*	TLS_PSK_WITH_AES_128_CBC_SHA256	TLS_PSK_WITH_AES_128_CBC_SHA256	TLS_PSK_WITH_AES_128_GCM_SHA256	TLS_PSK_WITH_AES_128_GCM_SHA256	TLS_PSK_WITH_AES_256_CBC_SHA384	TLS_PSK_WITH_AES_256_CBC_SHA384
TLS_PSK_WITH_AES_256_GCM_SHA384	TLS_PSK_WITH_AES_256_GCM_SHA384	TLS_PSK_WITH_NULL_SHA256	TLS_PSK_WITH_NULL_SHA256	TLS_PSK_WITH_NULL_SHA384	TLS_PSK_WITH_NULL_SHA384	TLS_RSA_WITH_3DES_EDE_CBC_SHA	TLS_RSA_WITH_3DES_EDE_CBC_SHA	TLS_RSA_WITH_AES_128_CBC_SHA	TLS_RSA_WITH_AES_128_CBC_SHA	TLS_RSA_WITH_AES_128_CBC_SHA256	TLS_RSA_WITH_AES_128_CBC_SHA256	TLS_RSA_WITH_AES_128_GCM_SHA256	TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA	TLS_RSA_WITH_AES_256_CBC_SHA	TLS_RSA_WITH_AES_256_CBC_SHA256	TLS_RSA_WITH_AES_256_CBC_SHA256	TLS_RSA_WITH_AES_256_GCM_SHA384	TLS_RSA_WITH_AES_256_GCM_SHA384	TLS_RSA_WITH_NULL_SHA	TLS_RSA_WITH_NULL_SHA	TLS_RSA_WITH_NULL_SHA256	TLS_RSA_WITH_NULL_SHA256	TLS_RSA_WITH_RC4_128_MD5	N/A	TLS_RSA_WITH_RC4_128_SHA	N/A	Firstly	we	need	to	look	into	the	communication	security	protocols.	SSL	1.0,	SSL	2.0,	SSL	3.0,	TLS	1.0,	TLS	1.1	and	TLS	1.2	are
popular	protocols.	They	are	enabled	on	Windows	Server	2016/2019	by	default.	However,	most	of	them	are	out-of-date	due	to	certain	vulnerabilities.	For	example,	SSL	3.0	is	killed	by	the	POODLE	attack.	So	the	suggested	protocol	is	TLS	1.2.	The	protocols	are	controlled	by	registry	keys.	The	registry	location	is	HKLM	SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols.	There	are	two	keys	for	each	protocol:	Client	and	Server.	The	Microsoft	KB	only	introduced	how	to	disable	PCT	1.0	for	Server.	You	need	to	do	the	same	for	the	Client.
The	KB	was	written	for	the	earlier	Windows	version.	But	it	also	applicable	for	Windows	Server	2016/2019	Secondly,	dealing	with	cipher	suites.	There	are	a	lot	of	articles	on	the	internet	to	talk	about	cipher	suites.	But	no	straight	answer	on	what	should	be	disabled	and	how.	I	think	the	easiest	way	is	to	compare	your	current	cipher	configuration	with	the	blacklist	of	RFC	7540.	I	compared	Windows	Server	cipher	suites	with	it.	All	cipher	suites	in	the	table	above	are	on	the	blacklist	except	the	green	text.	In	other	words,	the	green	text	cipher	suites	are	safe	for	TLS
1.2.	If	you	follow	the	blacklist.	As	a	result,	there	will	be	only	6	cipher	suites	for	Windows	Server	2016	and	8	for	Windows	Server	2019.	Most	importantly.	It	may	cause	a	lot	of	problems	since	the	cipher	suites	may	not	be	supported	by	the	majority	of	3rd	party	applications.	So,	to	balance	security	and	compatibility.	I	think	it	may	be	reasonable	to	disable	the	out-of-date	cipher	suites	only.	After	research.	I	think	the	cipher	suites	with	red	text	in	the	table	can	be	disabled	on	Windows	Server	2016/2019.	You	can	get	the	current	cipher	suite	configuration	list	with
PowerShell:	(Get-TlsCipherSuite).Name	Because	the	cipher	suite	must	be	supported	by	application	and	Windows	both.	Therefore,	there	are	two	impacts	to	disable	cipher	suites	on	Windows	Server	2016/2019.	Firstly,	it’s	the	internal	impact.	It	means	the	native	application	may	throw	out	errors	if	it	doesn’t	support	TLS	1.2.	For	example,	you	may	see	the	following	error	in	Windows	Event	Logs	after	disabled	SSL	1.0,	SSL	2.0,	SSL	3.0,	TLS	1.0,	and	TLS	1.1	on	a	new	provisioned	Windows	Server	2016/2019.	The	reason	is	TLS	support	for	the	.Net	framework	is	not
enabled.	Log	Name:	SystemSource:	SchannelDate:	10/11/2020	1:1:1	PMEvent	ID:	36871Task	Category:	NoneLevel:	ErrorKeywords:User:	SYSTEMComputer:	test.zhengwu.orgDescription:A	fatal	error	occurred	while	creating	a	TLS	client	credential.	The	internal	error	state	is	10013.	IIS	Crypto	is	a	free	tool	that	gives	administrators	the	ability	to	enable	or	disable	protocols,	ciphers,	hashes	and	key	exchange	algorithms	on	Windows	Server	versions	2012	through	2025.	It	also	lets	you	reorder	SSL/TLS	cipher	suites	offered	by	IIS,	change	advanced	settings,
implement	Best	Practices	with	a	single	click,	create	custom	templates	and	test	your	website.	Single	click	to	secure	your	website	using	Best	Practices	Backup	the	registry	before	making	any	updates	Change	advanced	registry	settings	Built	in	Best	Practices,	PCI	4.0,	Strict	and	FIPS	140-2	templates	Create	custom	templates	that	can	be	saved	and	run	on	multiple	servers	Revert	to	the	original	server's	default	settings	Enable	TLS	1.1,	1.2	and	1.3*	Enable	HTTP/3	with	QUIC*	Enable	forward	secrecy	Reorder	cipher	suites	Disable	weak	protocols	and	ciphers	such	as
SSL	2.0,	3.0,	MD5	and	3DES	Stop	DROWN,	logjam,	FREAK,	POODLE	and	BEAST	attacks	Site	Scanner	to	test	your	configuration	Command	line	version	Logging	for	all	changes	View	current	settings	*TLS	1.3	and	HTTP/3	with	QUIC	requires	Windows	Server	2022	or	later.	IIS	Crypto	updates	the	registry	using	the	same	settings	from	this	article	by	Microsoft.	It	also	updates	the	cipher	suite	order	in	the	same	way	that	the	Group	Policy	Editor	(gpedit.msc)	does.	Additionally,	IIS	Crypto	lets	you	create	custom	templates	that	can	be	saved	for	use	on	multiple	servers.
The	command	line	version	contains	the	same	built-in	templates	as	the	GUI	version	and	can	also	be	used	with	your	own	custom	templates.	IIS	Crypto	has	been	tested	on	Windows	Server	2012	R2,	2016,	2019,	2022	and	2025.	IIS	Crypto	requires	administrator	privileges.	If	you	are	running	under	a	non-administrator	account,	the	GUI	version	will	prompt	for	elevated	permissions.	The	command	line	version	must	be	run	from	a	command	line	that	already	has	elevated	permissions.	IIS	Crypto	is	offered	in	both	a	GUI	and	a	command	line	version.	Click	here	to	choose
your	version	and	download.	IIS	Crypto	allows	you	to	create	your	own	custom	templates	which	can	be	saved	and	then	executed	on	multiple	servers.	To	create	your	own	template,	select	all	of	the	settings	for	your	configuration.	Click	on	the	Templates	button	and	give	your	template	a	name,	author	and	description	if	desired.	Then	click	on	the	Save	button	to	save	your	template	to	disk.	Copy	your	template	to	another	server,	run	IIS	Crypto	and	click	on	the	Open	button	to	load	your	template.	You	can	also	use	it	from	the	command	line	version	of	IIS	Crypto.	Load	the
Best	Practices	template	before	you	start	customizing	your	own	template	to	ensure	your	template	is	setup	securely.	If	your	template	is	in	the	same	folder	as	IIS	Crypto	it	will	show	up	automatically	in	the	drop-down	box	without	having	to	click	the	Open	button	first.	The	following	are	the	switches	for	the	command	line	version	of	IIS	Crypto.	All	parameters	are	optional.	Switch	Option	Description	/backup	Specify	a	file	to	backup	the	current	registry	settings	too.	/log	Specify	a	file	to	log	too.	/reboot	Reboot	the	server	after	a	template	is	applied.	/template	default	This
template	restores	the	server	to	the	default	settings.	best	This	template	sets	your	server	to	use	the	best	practices	for	TLS.	It	aims	to	be	compatible	with	as	many	browsers	as	possible	while	disabling	weak	protocols	including	TLS	1.0	and	1.1.	It	also	disables	non	forward	secrecy	and	SHA1	cipher	suites	except	on	Windows	Server	2012.	pci40	This	template	is	used	to	make	your	server	PCI	4.0	compliant.	It	is	similar	to	Best	Practices	but	removes	some	older	cipher	suites	on	Windows	Server	2012.	strict	This	template	sets	your	server	to	use	the	strictest	settings
possible.	It	is	similar	to	PCI	4.0	but	removes	CBC	cipher	suites	for	all	versions	of	Windows	Server	2016	and	later.	fips140	This	template	makes	your	server	FIPS	140-2	compliant.	It	is	similar	to	the	Best	Practices	template,	however,	it	is	not	as	secure	as	Best	Practices	because	some	of	the	weaker	cipher	suites	are	enabled.	Specify	the	filename	of	a	template	to	use.	/verbose	Display/write	all	log	events.	/view	Shows	all	current	settings.	/help|?	Show	the	help	screen.	Here	is	an	example	that	backs	up	the	registry	to	a	file	named	backup.reg,	applies	a	custom
template	named	MyServers.ictpl	and	reboots	the	server:	iiscryptocli	/backup	backup.reg	/template	"C:\temp\MyServers.ictpl"	/reboot	Here	is	an	example	that	shows	all	current	settings	and	logs	them	to	a	file:	iiscryptocli	/log	settings.log	/view	Please	take	a	look	at	our	FAQ.	If	you	have	any	other	questions,	feel	free	to	contact	us.	To	test	your	site	after	you	have	applied	your	changes,	click	the	Site	Scanner	button,	enter	in	the	URL	and	click	the	Scan	button.	You	can	also	scan	online	from	here:	Skip	to	content	90%	Customer	Satisfaction	4.9	Gartner	Peer	Insights	A
flexible,	secure	code-signing	solution	ensuring	safe,	seamless	software	integrity.	Know	More	A	comprehensive,	vendor-neutral	solution	for	managing	the	entire	certificate	lifecycle.	Know	More	A	customizable,	high-assurance	PKI	solution	for	scalable,	secure	digital	environments.	Know	More	Efficient,	scalable	HSM	architecture	for	both	on-premises	and	cloud	environments.	Know	More	Develop	strong	encryption	strategies	to	protect	your	data	and	mitigate	risks.	Optimize	your	PKI	for	secure	and	efficient	certificate	management.	Prepare	your	organization	for
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